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INTRODUCTION

No Company is Immune from Phishing
I can’t remember the last time I read the news where I didn’t see a headline
that involved a business becoming a victim of cybercrime due to phishing.
Both big and small organizations are targets, with CEOs falling victim to
phishing (termed “whaling” when applied to executive staff) as often as regular
employees. A recent Osterman Research survey conducted on behalf of Cyren
found phishing to be the top threat category for small- to medium-sized
businesses (up to 3,000 employees), with 43% suffering a phishing breach in
the last 12 months.
The reasons for the dramatic rise in phishing are fairly obvious. Driven by a constant desire to maximize
revenue, cybercriminals realize that phishing is a relatively inexpensive way to obtain sensitive personal
and financial information that can then be resold on the black market or used directly for monetary gain.
The prominent use of PayPal in business transactions, as well as the increase in cloud-based business
and productivity tools, such as Google Apps or Microsoft’s Office 365, provide a simple and effective hook
for criminals to use in their attempts to lure victims into clicking fake links. Combined with an overall
lack of password management at many companies, the likelihood that organizations will be targeted
with phishing and ultimately be hacked is increasing dramatically.
Because Cyren is uniquely positioned to observe, analyze, and halt phishing attacks as they happen,
we’ve decided to focus this quarterly trend report on the topic of phishing. In this issue, we discuss how
phishing happens and why, review the anatomy of a phishing attack, provide insight into the mind of a
phisher, analyze the level of phishing protection you receive from various browsers, and examine the
lifecycle of a phishing site.
Effective protection against phishing certainly begins with employee education, but the continuing
shift to cloud-based services and mobility, and the increasingly sophisticated nature of these phishing
attacks, requires innovation in security with the kind of real-time detection and blocking of suspected
zero-hour phishing sites Cyren’s security cloud provides.

Lior Kohavi
Chief Technology Officer
Cyren
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PHISH GUTS

The Anatomy of a Phishing Attack
While most folks know what phishing is, few realize the lengths to which a criminal will go to initiate
a phishing attack. More than just distributing emails with fake corporate logos like LinkedIn or
Facebook, cybercriminals design attacks carefully by using fake clickable advertising, spoofing wellknown online brands, and creating legitimate-looking phishing websites to capture the sensitive data
that the unsuspecting victim enters.
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STEP

VICTIM IDENTIFICATION

Mass Phishing Attack

Amount lost to corporations
in the last three years due
to targeted spear phishing
of CEOs, according to an
FBI report.

• Untargeted, large group of victims.

Targeted Phishing Attack
• Specific group, or high profile victim.

$

2.3 BILLION

SOURCE SETUP

Brand Names
• Phisher selects a brand
name for mass email
distribution, such as
LinkedIn, PayPal, or FedEx.
• Using a newly created
domain or a hacked
website, phisher builds
webpages that resemble
the one for the trusted
brand name.
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STEP
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STEP

Number of fake phishing pages
found on just one hacked website

5,000

Sophisticated Content
• Phisher develops an email with
legitimate-looking content such as
legal or financial information.
• Spoofs the email address of
someone at the target organization
or of a known contact to the target.

DISTRIBUTE ATTACK
M

M

Number of phishing
URLs distributed in
the 2nd quarter of
2016

M M
M

4.44 MILLION
Mass Distribution
• Phisher sends a mass distribution email
containing brand logos/name and links to
fake webpages.
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STEP

HOOK

VICTIMS

• Places links to fake web pages in banner ads,
on social media, or in text messages.

Click Fake Links

Targeted Distribution

• Victims click on link in the email and enter sensitive
credential information into fake web page.

• Phisher sends email to specific target victim
or group.

Respond Directly To
Email Request
• Victim responds directly to email with requested
information, such as login credentials or financial
information.

STEP
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Percentage of phishing
emails that are opened
by victims*

EXPAND / MONETIZE

30%

Develop Additional Attacks
• Phisher uses stolen credentials for the next
phase of the attack (such as an APT).
• Collects additional email addresses from
hacked accounts for future attacks.

Financial Gain
• Phisher sells the stolen credentials on the
black market.
• Phisher steals money using credentials from
bank, PayPal account, or fake wire transfer.
.

60
MILLION
$

Amount stolen from
SMBs in financial
phishing scams by a
cybercriminal
recently arrested by
Interpol

12%
Percentage of fake links
clicked by victims*
*SOURCE: 2016 Verizon Data Breach Investigations Report

PHISH SCHOOL

Understand Phishing Terminology
THREAT TYPES

PRIMARY PHISHING ATTACK TYPES

PHISHING

PHISHING EMAIL OR ONLINE ADVERTISING
WITH LINK TO FAKE OR MALICIOUS URL

A homophone of the word ‘fishing’, phishing is an attempt
to entice a person into providing sensitive or confidential
information which can be used or monetized by the phisher.
In a phishing scam, cybercriminals distribute electronic
content (email or online advertisement) to a series of
victims, in which the content is specifically designed to trick
the user into engaging in a specific activity, such as clicking
a link or responding to the email. The victims, thinking the
content is real, provide the phisher with personally sensitive
information such as usernames, passwords, banking,
financial, and/or credit card details. Methods of phishing
distribution include email, online advertising, and SMS.

SPEAR PHISHING
A targeted phishing attack focused on a specific person or
group of people.

CLONE PHISHING
A phishing attack in which the ‘phisher’ uses a genuine,
previously delivered email to create an identical (or almost
identical) email containing similar content, attachment,
recipient, and sender email address. A fraudulent link or
attachment replaces the original one. Because the email
appears to come from a legitimate source, this spoofed
email is used to gain trust with the victim.

WHALING
A form of spear phishing focused on senior corporate
executives or high-profile individuals, such as those in
government. In the case of whaling, email content may
take the form of a legal request, customer complaint, or an
executive-level issue. The content may request the recipient
perform a task, such as providing employee records or
sending a wire transfer, or contain malicious links that
when clicked and viewed have a highly professional and
legitimate look and feel.
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This is the most common form of phishing. Usually an
email arrives in a victim’s inbox that appears to be from
a well known brand, such as Amazon or eBay, requesting
that the victim update his credentials. Alternatively, it is
increasingly common for a fake advertising banner or text
advertisement to appear on a website that links back to a
malicious URL. The unsuspecting victim clicks the link and
enter credentials on the fake site. The sensitive information
is then captured and saved by the cybercriminal.

SOCIAL ENGINEERING TO PERSUADE VICTIMS
Used increasingly by phishers, this type of threat usually
involves an email that has been spoofed to look like it
came from someone the victim knows, such as a colleague
(often the CEO or another executive in the firm), a legal
representative, a vendor, or a friend. The spoofed email
requests that the recipient do something; for example, the
head of accounting might receive a spoofed email from the
CEO asking him to provide a password or specific corporate
or financial information. The unsuspecting accountant does
as requested, without realizing that he has become a victim
of cybercrime.

THE BIG HAUL

Using Whaling to Reel in the Corporate Executive
EXAMPLE #1

EXAMPLE #2

An email arrives in your inbox that looks like it came

The CEO receives an email that appears to come directly

directly from the CEO. You open it and in the content, you

from the internal director of cybersecurity. In the email,

learn that the CEO wants you to provide him with all the W2

the director requests that the CEO provide him with his

statements, including social security numbers for a quick

corporate login credentials so he can run some tests on

project he is working on. Because, the email comes directly

the CEO’s ability to access the corporate systems. The CEO

from the CEO, you don’t even question it, and you instantly

complies, since the request doesn’t seem all that unusual

reply to the email with a spreadsheet containing the

and arrives directly from someone he knows well. It is very

requested data. It is highly possible that you just became

likely that the CEO’s corporate login information is now in

a victim of a spearphishing scam that will have long-term

the hands of a cybercriminal who intends to sell it to other

negative repercussions for everyone at the company.

cybercriminals or use it to breach corporate systems and
steal additional corporate data.
Both of these examples illustrate a form of sophisticated
phishing known as spear phishing or whaling. Protecting
and defending from these types of attacks requires a solid
anti-phishing education program with employees at all
levels, as well as cybersecurity protections including web
security and zero-day phishing intelligence.

Example of a ‘whaling’ email sent to an HR executive at an
SMB that appeared to have come directly from the CEO.
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PHISHING FOR iPHONES

Burning Them Twice
Cybercriminals spearphish for iCloud credentials to enable reuse of stolen iPhones.

In an interesting twist on spear phishing (a phishing
attack targeted at a specific person or group of people),
cybercriminals are tricking owners of stolen devices to help
the criminal unlock the phone.
Apple has a well deserved reputation for creating layers of
protection for its customers. Since its introduction in iOS 7,
the “Find My iPhone” feature prevents anyone other than
the owner from resetting or erasing the phone without first
entering two layers of iCloud credentials. For criminals
wishing to steal the phone and access the content on it and/
or reset it for personal use, one option is a hardware-level
hack, which can be expensive. To avoid the cost, criminals
are turning to classic spear phishing to capture the owner’s
Apple iPhone ‘Lost Mode’ feature

personal iCloud credentials, so the phone can then easily
and inexpensively be reset.

HOW THE SCAM WORKS
A criminal steals the iPhone. The owner of the phone
realizes the phone is missing and initiates the “Find My
iPhone” feature by logging into his Apple iCloud account
or using the “Find My iPhone” app that he has installed on
another Apple device, such as an iPad.
When the “Find iPhone” icon is clicked, a map appears
providing the location of the phone, along with an option to
turn on “Lost Mode”.
By using the “Lost Mode” feature of Find My iPhone, the
phone’s owner can display a custom message on the screen
of the lost device. Apple helpfully suggests “…you may want
to indicate that the device is lost or how to contact you.”
The phone’s owner enters contact information (such as an
alternate phone number he can be reached at or an email
address) and that contact information appears on the screen

7
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The owner of a lost or stolen iPhone displays a message
on the phone using the Find My iPhone feature.

A PHISH CALLED PHAAS
PHISHING AS A SERVICE FOR
ICLOUD CREDENTIALS
Further research by Cyren reveals that the registrant of
the domain “www.icloudset.com” has registered over 30
similar domains in the past year including: “icloudguide.
com”, “icloudinbox.com” & “icloudprotect.com”. Some of
these have also been detected by Cyren for use in large-scale
phishing attacks. Experts at Cyren believe that the owner of
the phishing sites is providing a “credential retrieval service”
or “phishing as a service” (PhaaS) for anyone willing to pay.
In this case, the thief first takes the stolen or lost iPhone

In response to a lost message, the owner of this
phone received this SMS in reply.

to the PhaaS provider and pays that individual to reset the
phone. The reset involves the PhaaS provider sending out
the SMS message with the fake link to the phone’s original
owner,
PLEASE capturing the credentials on the fake site, logging into
CONTACT

HERE!
theMEoriginal
owner’s iCloud account, and then resetting and

unlocking the phone for the thief. For a nominal fee, the thief

In June, Cyren staff learned of an actual instance where the
phone owner received the following SMS message on an
alternate phone number shortly after sending a “Lost Mode”
message.

now has a new iPhone and the PhaaS provider has both money
and Apple credentials that they can sell on the black market.

Criminal obtains stolen iPhone.

iPhone owner sends contact info
via Find My iPhone.

PLEASE
CONTACT
ME HERE!

PLEASE
CONTACT
ME HERE!

PhaaS provider sends email or SMS with
fake iCloud link to phone’s owner.
PLEASE
CONTACT
ME HERE!

Cyren has blocked all of the domains linked to the site registrant.

PLEASE
CONTACT
ME HERE!

Original owner clicks link and enters
iCloud credentials on fake site.

The link—www.icloudset.com—leads to an authentic
looking iCloud login page; however, this page is clearly a
phishing site. The unsuspecting iPhone owner, wanting to
learn more about the lost phone, is then tricked into entering

Provider uses credentials to unlock and
reset phone for new criminal owner.

Provider resells credentials
on black market.
8
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credentials. Cybercriminals capture the login credentials on
the fake site and use the credentials to unlock and activate
the stolen phone.

Cyren has blocked all of the domains
linked to the site registrant.

ANGLING FOR A RAISE

Cybercriminals Phish for Bitcoins
A recent phishing attack detected by Cyren shows the extent to which
cybercriminals will go to obtain both credentials and bitcoins, by investing in
pay-per-click advertising via Google AdWords.

As we have pointed out several times, cybercrime is a
business, and running a malware or phishing campaign
requires investment—both in time and money. Botnet rental,
exploit kit purchase, and acquisition of compromised site lists
are all the types of expenses that a seasoned cybercriminal is
willing to invest in.
In a recent phishing attack detected by Cyren, we observed
the attack vector in the form of pay-per-click advertising via
Google AdWords.

“blockchain” -vs- “bioklchain”
The advertisement showed up in response to searches for
“blockchain”—a Bitcoin-related term. Analysis of the advert
shows that it actually links to bioklchain.info—however, with
just a casual glance the link appears to lead to the legitimate
website blockchain.info. Interestingly, Bitcoin addresses are
Base58Check encoded so they exclude potentially confusing
characters such as 0 (number zero), O (capital o), l (lower L), I
(capital i), and the symbols.
Aware that this sort of AdWords abuse is possible, Google
has blocked 7,000 phishing sites using fake AdWords in 2015
alone: http://adwords.blogspot.co.il/2016/01/how-we-foughtbad-ads-in-2015.html
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ANGLING FOR A RAISE

FAKE LOGIN PAGE
In the case of biocklchain.info, unsuspecting victims who clicked on the link were led to the phishing page with only one
working link—the “login now” button; none of the other buttons were clickable.
Clicking “Login Now” leads to a credential entry page that is quite similar to the “legacy login” of the real site. The
phisher uses this page capture the user’s credentials.

A similar attack from 2014 also used AdWords and targeted blockchain searchers—suggesting that the current attack
was the work of the same group.
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THE PHISH ARE BITING

What Companies Can Do to Improve Protection
With phishing increasing exponentially, companies need to think comprehensively
about what they can be doing to protect and defend against phishing attacks.

PASSWORD MANAGEMENT

TWO-FACTOR AUTHENTICATION

PHISHING INTELLIGENCE

Weak passwords and their reuse by

By requiring employees to use

Ensure your cyber security includes

employees is what makes phishing

a combination of two different

real-time phishing intelligence that

easy for criminals. Experts recommend

components in order to log into

draws from large data sources and

a password manager that creates

a website, such as something an

analytics and provides real-time

different and unique passwords for

employee knows (a PIN or password)

protection from emerging web threats

every site. Password managers also

and something he possesses (a phone),

on all devices, including smart phones

won’t autofill information into a

the user’s identity is more likely to be

and tablets; immediate phishing threat

phishing site!

verified as legitimate.

notification; and continuous protection
for all users.

PHAKE PHISHING: SIMULATING A CORPORATE PHISHING ATTACK
According to a recent study from the Ponemon Institute,

To initiate a simulated phishing attack at your company

phishing attacks can cost an average large company nearly

consider (1) getting executive management on board by

$4 million annually. One increasingly popular method to

having them agree to take the test first, (2) develop a

educate and train employees on the dangers of phishing

phishing template and quick online training or work with

is the simulated phishing attack. By developing a fake

an anti-phishing training company to improve awareness

attack—or working with any number of companies that

for users who fail the test, (3) schedule regular simulated

specialize in anti-phishing training—companies can

phishing attacks to ensure employees don’t become

actually increase their return on investment by as much as

complacent, and (4) include the cost and implications of a

37% according to this same Ponemon study.

successful phishing attack in your training so employees
know how serious these types of attacks are.
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419 SCAMMERS

Loan Sharks of the Phish World
Phishing can take many different forms. In the case of the classic 419 scams,
cybercriminals are stealing credentials and money using email as the initial hook,
followed by one-on-one personal interaction with the victim.

Most folks know that “If it sounds too good to be true, it probably is.” So, when a 419
email arrives in their inbox (you know the kind…somebody who works for a Nigerian
bank wants to share with you a percentage of a disposed government official’s
bank account for just a small fee), the vast majority of people put the email where it
belongs—in the trash. 419 scams are typically poorly written, chock full of grammatical
errors, and so absurd in their assertions that it is hard to believe that anyone thinks
they’re real. Yet, for some reason 419 scams continue, which means the scammers
must still be making money off of them.

WAIT. THERE ARE PEOPLE THAT
REALLY FALL FOR 419 SCAMS?
The so-called “419” scam is named after a section of the
Nigerian criminal code that deals with the charges and
penalties associated with this type of fraud. 419 scams
are fairly easy to spot. They look suspicious right from the
beginning. And, if the scammers wanted to make those
messages seem more trustworthy and legitimate looking, they
could easily do so, by improving the language, adding logos, etc.
Yet they don’t. According to cybersecurity professionals, there
is an interesting theory emerging as to why 419 scammers
haven’t changed their techniques. The key to creating a
successful 419 scam is developing a one-on-one relationship
with the victim—after the initial email is sent—by exchanging
more emails or even talking with the victim via the phone.
The people that usually fall for the 419 scam typically have
lower education levels and are probably not particularly
savvy about cybercrime or technology. And, it’s those people
that the 419 scammers want to attract; because if the victim

INTERPOL NABS MAJOR NIGERIAN CYBERCRIMINAL
In July, Interpol, working with Nigeria’s anti-fraud agency, announced
the arrest of the head of an international cybercriminal network
behind thousands of email and online scams. Known as “Mike”, this
cybercriminal is believed to have led an organization of 40 individuals
responsible for global scams worth more than $60m (£45m), targeted
at small- to medium-sized businesses (SMBs). According to Interpol,
“Mike” and his team succeeded in breaching the email accounts of
thousands of SMBs around the world, including companies located in
Australia, Canada, India, Malaysia, Romania, South Africa, Thailand and
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falls for a poorly written, wildly illogical email in the first
place, then reeling the victim in during the follow-up oneon-one interaction is going to be a breeze. While initially 419
scammers might attract more people with a well written
email, once the scammer has to initiate additional one-on-one
personal contact with the prospective victim, it is fairly likely
that the better educated individual that has more familiarity
with technology and scams will quickly realize that a swindle
is in the works.
According to Cyren phishing expert, Andrey Maevsky “Creating
an absurd email is really an optimization of expenses for the
cybercriminal. By making the emails silly and suspicious on
purpose, the criminal filters out the people that aren’t going to
fall for the scam. The people that do fall for the scam are more
likely to stick with the process through to the end. It costs money
for cybercriminals to invest human hours in working with people
one-on-one, so they have to be sure they’re targeting the most
ideal candidates.”

the United States. The financial victims were primarily other companies
who had connections to the businesses with the compromised accounts.
In one instance, Mike and his team conned a corporate victim into paying
out $15.4m (£11m). To accomplish their scams, these cybercriminals
would send fake messages to victims with instructions to make
payments to bank accounts under their control. In another scam, known
as the “CEO Fraud,” they would take over the email account of a highlevel corporate executive and provide instructions to another employee to
transfer money into a bank account the criminals controlled.
The suspect and an accomplice, who was also arrested, face charges
including hacking, conspiracy, and obtaining money under false pretenses.

PHISH FOOD

An In-depth Interview with Cyren Phishing
Expert Andrey Maevsky
Cyren’s team of anti-phishing experts is dedicated
to protecting customers from becoming victims
of ‘phishers’.

Experience has taught us that phishers will go to great lengths to net the catch of the day. To
capture information about the ‘phishers’ themselves, and better understand the latest phishing
threats, Cyren’s own Andrey Maevsky, Program Manager and Director of Phishing Detection has
honed his knowledge and skills over the years by immersing himself in the world of phishing.

Aside from email, how are phishing
attacks distributed?
Great question, because most people assume that email

corporate source looking to check up on the advertising. By

is the only way. Phishing via email is still the classic and

distinguishing the type of traffic, the phishers can redirect

old fashioned way to implement a phishing attack, and

the users accordingly; victims go to phishing sites; corporate

still very common, but there are other methods including

website staff to “real” advertising sites.

social media, online advertising, and even text messages.
Social media is becoming more prevalent and is an

text messages, SMS, etc. It isn’t very common yet, but

increasingly lucrative choice for the cybercriminal because

we do expect to see an increase in this type of phishing

there is so much personal data already available on

threat in the coming years. This past quarter we tracked

the internet about the victim. We are also seeing links

an iPhone phishing attack using SMS. [See Phishing as a

distributed by bots to social media websites. In terms

Service (PhaaS): Using Spear Phishing to Unlock Stolen

of online advertising, we recently discovered a phishing

iPhones on p. 8.]

attack using actual “Ad Words” (although this is extremely
rare, since Google has many layers of protections in
place). [See Cybercriminals Phish for Bitcoins on p. 9.]
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The third way we are beginning to see phishing is through

In the end, phishing is like every other industry—the bad
guys want to use every possible channel to maximize their
revenues, and they’re working hard to optimize revenue by

We’ve also seen all types of phishing using fake advertising,

being creative. For our part, we’re always trying to get into

including banner ads. In fact, sophisticated criminals can

the heads of both the bad guys and the victims, because if

distinguish between the traffic that comes from a possible

you understand both sides, the better chance you have of

victim and traffic that might be coming from the

protecting users.
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PHISH FOOD

Do phishing pages also serve up malware?
Sometimes yes. Sometimes no. In the end it is about
revenue. Malware on phishing sites could potentially mean
more revenue for the cybercriminal, but it also means
more cost and work in terms of purchasing and creating
the malware or paying someone to deploy on the phishing
site. The cybercriminal is also increasing the possibility
that the fake site will be discovered through malware
detection, so it means more risk for the cybercriminal
since a working phishing site could get taken down based
on the malware.

How does Cyren differentiate between ordinary
spam and phishing emails?
There are really three different types of emails that
are sent with the sole purpose of extorting money or
information from the victim. The first is classic spam—
that is, gambling/casino, pornography, pharmaceutical
spam, etc. This type of email forms the basis for the spam
economy. Since personal or financial credential theft is not
the aim here we don’t consider this a form of phishing.
Then there are the “419” email scams; the ones claiming
to be from a wealthy prince who wants to ‘give’ the victim
millions of dollars in cash. These types of scams are rarely
purely digitally based; the victim isn’t directed to a website
to provide credit card information, instead, the victim begins
one-on-one email interaction with the criminal who engages
the human and social engineering. The victim will most
likely lose credentials, as well as money, at some point in the
scam, so Cyren considers this a form of phishing.
The third type of email is the classic ‘phishing’ email that
people and security professionals commonly associate
with the term; emails with fake logos and links that
redirect the user to a website that captures personal or
financial information.
With all three types of emails, we use a variety of
prevention and protection techniques, including identifying
the IP reputation of the sender, examining links, analyzing
text, and cross referencing between emails by looking at
things like the subject, domain, IP address and reputation,
etc. With a classic phishing attack (not spam or 419),

14
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we can also analyze the URL that is typically included in
the email to look for clues that the criminal is trying to
make the URL look reliable by placing words or links to
legitimate and trusted sites, like PayPal. In addition, we
examine the structure of the website and its meta data,
such as the domain’s history, who it’s registered to, etc.
This is all done in an automated, “big data” way in our
security cloud in order to correlate and analyze all the
interrelationships in real time.

Are cybercriminals still using the technique of
attaching an HTML file in phishing attacks?
Yes, but they’ve become less significant. With email
attachments, people are more aware of the security
issues and are being more careful about opening them, so
criminals are using them less. From a threat perception
perspective, victims tend to view attachments as a threat,
but perceive links as safe and are thus more likely to click
on them.

How do phishers actually use the website or
domain for the phishing attack?
The answer really depends on whether the domain
belongs to phishers or whether it is a compromised site.
It also depends on how well the attack is planned and
prepared. If the criminal owns the domain, there are no
limitations in the number of different pages or the ability
to generate randomness on the subdomain and/or path
level to spread the attack load and improve the chances of
not being detected. With compromised sites, the criminals
don’t have as much control. There is also less variance
and less organization with the URLs. But of course there
are exceptions.
Another trick we’ve seen increasingly in the last year
are attacks that are initiated before the phishing site is
actually up. There is a lot of human engineering here; the
criminals send the phishing attack during the night when
people are asleep and will not read the email. Upon arrival
in the night, the email is scanned by the anti-spam filter,
and the domain appears clean. However, in the morning
when people wake up and check email, the linked page
now contains phishing content.

PHISH FOOD

How many phishing pages could be hidden in a
hacked website?
We recently saw a site with 5,000 pages hidden within it.
Setting up these sites is an automated process, just like

website. If you see ten phishing pages on a popular,
highly visited legitimate site, you’re not going to block
the whole site. You also look at the diversity and pace of
the attack itself.

sending emails. As long as you have some script that

Some anti-phishing services do block everything that

can generate pages, and you know how to link between

is flagged. This can be very frustrating for users. And

the pages and the emails you are sending, then there is

companies that do this are often not sensitive to false

really no restriction on the number of pages a criminal

positives. They’re taking a broad approach, but this isn’t

can create.

something Cyren can live with. There is always a dilemma
and struggle to find the right balance and protect as much
as possible, and at the same time not harm legitimate
users and websites.

How many victims are typically targeted in a
phishing email outbreak?
It depends. If it is a targeted attack—for example, a
cybercriminal has obtained login credentials to your
Facebook or LinkedIn account—then the criminal may just
target the names in your contact list. Other outbreaks can
be huge and designed as a blast to everyone.

What happens to stolen credentials and what do
they sell for on the black market?
The website cupsandcakes.cl hosted over 5,000 phishing pages.

In the case of phishing, stealing credentials is very often
for the purpose of a black market sale. (Although it

Do anti-phishing solutions work on a
specific URL page address, or do they
block the whole website?
Unfortunately, that is one of the big dilemmas with antiphishing service providers. Because legitimate websites
are often compromised, you don’t want to block user
access to genuine parts of the website. On the other
hand, you also want to keep users from being exposed to
phishing URLs. There is always a compromise and balance
that is involved in providing maximum protection while
ensuring the lowest possible impact on legitimate usage.
The answer is also a little bit different depending on the
popularity and amount of traffic of the compromised

15

CYREN CYBER THREAT REPORT | AUGUST 2016

could be for self-usage as well.) In terms of the price, it
depends on a variety of things. One of the criteria is the
freshness of the database. I’ve seen several databases
filled with email accounts and passwords that are more
than one-year old, and they’re worth nothing, even if there
are some emails and passwords that may still be active.
The type of users on the stolen list is also important. If it
is a list of celebrity accounts, it is worth significantly more
than a million random user accounts. The reputation and
trustworthiness of the seller is also a factor. In fact, this
is so important to some criminals that it is fairly common
practice to hire a middle man to check both the data and
the money transfer before they purchase a list from an
unknown source.

PHISH FOOD

Is it the same people that are doing both the
phishing and credential selling?
Sometimes yes, sometimes no. Some just provide
a phishing service to another cybercriminal who is
interested in selling the information. You could even coin a
new term “Phishing as a Service” (PhaaS).

Do phishers target specific email services or
domains?
You see attacks targeted for general audiences using
blanket phishing spam to everyone, regardless of the
email service, and you see focused attacks on specific
email domains, such as Yahoo, Gmail, and iCloud. We don’t
see a significant difference in amount of attacks aimed at
at one email service over another.

What’s the most common phishing attempt you
have ever seen?
The most common usually involve a spoof of Amazon,
Ebay, Dropbox, PayPal, Gmail, banking in general (specific
banks are targeted, but overall the industry is a huge
target), and Apple.
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GONE PHISHIN’

Phishing Sites Don’t Last a Zero-Day
In an effort to better understand the complete phishing picture, Cyren experts
examined phishing sites tracked and flagged by the Cyren’s phishing intelligence
data and analyzed how long these phishing sites remained online and active.

Because Cyren systems observe billions of internet transactions on a daily basis, our analysts often have a unique opportunity
to do a deep dive into specific data sets, like quarterly phishing numbers. During the 2nd quarter, using data from Cyren’s
phishing intelligence data, we analyzed how quickly website owners and their web hosting services responded to notifications
that their sites had been hacked. Unfortunately, most hosting services pay very little attention to site hacking; site owners usually
only become aware of a hack upon seeing a browser warning, or strange traffic numbers and destination sites in site analytics.

NOTABLY, THE HIGHLIGHTS OF CYREN’S FINDINGS INCLUDED:
• Nearly 20% of sites are gone within three hours.
• Half are gone within a day.
• Of the remaining 50%, over 40% stuck around for over two days.

While sites are still live, phishers resend email campaigns. Since greater than 50% of the sites examined remained useful for
two days or more, clearly phishers are getting good mileage out of a hacked site. This also suggests that late protection still
has some value for security providers, as the site may still be active; however, solutions offering full protection need to be
prioritized and encouraged in order to block phishing sites during zero hour attacks.

PHISHING SITE UPTIME
50%

40%

30%

18.63%

43.63%

20%

10%

13.72%

13.72%
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0
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BROWSING FOR PHISH

Cyren Analysis Shows Browsers Provide Little
Protection from Phishing
Can you trust your browser to protect you from phishing? In this quarter, Cyren took an indepth look at the safety of the most common Internet browsers in business use today.

Everyone has their preferred browser—Internet
Explorer (IE), Firefox, Chrome, and a few
other lesser known browser applications that
employees use to surf the web. Unfortunately,
for the vast majority of small businesses,
the browser application is the only source of
protection available, since many SMBs do not use
web security solutions to prevent users accessing
dangerous links.
While browser security certainly provides
some minimum protection for business users,
it is, nevertheless, a secondary feature, and
therefore has limitations in terms of the

A typical ‘warning’ page for Microsoft’s Internet Explorer browser.

browser’s ability to recognize and block a
phishing site, and then post warnings for users.

To gauge the effectiveness of browser-based phishing protection, we compared the time between detection by Cyren
(the “zero-hour”) and the appearance of a warning message in the browsers used by most organizations. The browsers
analyzed were Microsoft Internet Explorer (IE) 11, Microsoft Edge, Mozilla FireFox, and Google Chrome.
Since many phishing sites examined stayed live for at least 48 hours, we monitored all sites for at least two days. Based
on Cyren’s analysis, Google Chrome and Firefox did the best job detecting and blocking known phishing sites with Chrome
blocking 74% of phishing sites within 6 hours and 20 minutes on average. The remaining 26% were not detected by the
time they went offline.
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% of Phishing Sites Detected Within
48 Hours or Before Site Went Down

21.7%

21.7%

Average Time for Browser Warning
About Phishing Site to Appear Online

15 hours
29 minutes

15 hours
29 minutes
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52.2%
1 hour
52 minutes

73.9%
6 hours
23 minutes

BROWSING FOR PHISH

Notably, the Microsoft browsers were too slow
in flagging malicious sites and often these sites
were already offline before any notification could
warn users. However, in spite of having a low
detection rate, Microsoft does get an honorable
mention for its “SmartScreen Filter” which
popped up warnings after detecting a suspicious
looking page hidden inside a different site—
before the site had been confirmed as a phishing
site. In the example below, a “Google Docs”
page hides in a hacked travel website, which
the Microsoft Smartscreen Filter flags with a
warning. While not a full warning it does give
users pause and will likely result in the user not
falling victim to the phishing site.

THE TAKEAWAY: DON’T RELY ON
BROWSERS FOR SECURITY
Ultimately, while Chrome appears to be the
most reactive browser in terms of blocking
phishing, demonstrating a 75% detection rate, it
is important to not rely on browsers as the sole

Microsoft’s SmartScreen Filter analyzes pages users visit
and determines if the page might be suspicious.

source of internet cybersecurity. In fact, there is
a basic flaw in the concept of ‘secure browsing’,
known as “click-through syndrome” related directly to how users interact with website content.
The security model for browsers includes a variety of participants, from programmers, regulators, vendors, content mangers,
and the users. These participants may not communicate on a standard security model; so, while the Internet Engineering Task
Force (IETF) might codify security protocol, the protocol may never be adopted by individual user interface (UI) groups. The web
server vendors may also never update the Server Name Indication (TLS/SNI), creating inconsistency in how browsers interpret
website information. As an example, it isn’t unheard of for a browser to flag a website as dangerous, when in fact the website
has simply been misconfigured. In addition, because today’s internet users are inundated with messages and pop-up boxes,
users have been conditioned to bypass the content on these boxes by ignoring the message all together, and simply clicking the
box close. In the end, legitimate warnings fail because users are so inundated with either mistaken warnings or constant popup boxes, that when browsers do catch real phishing sites, users simply ignore the warnings.
The only way to combat click-through syndrome and protect users from phishing is by supplementing corporate security with
WebSecurity technology.
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THE PHISH MARKET

Why Trusted Brands Can’t Always be Trusted

Shopping, financial, and internet services brands are the most popular targets
for phishing, according to Cyren data.

Cyren analysts examined a total of over 4 million phishing
URLs in the 2nd quarter of 2016 to learn which online

Brand

#URLs

% phishing URLs

brands were the most frequent targets for phishers to use

Amazon

224,310

5.6%

Apple

175,506

4.4%

eBay

66,223

1.7%

PayPal

33,850

0.8%

Google

29,234

0.7%

ICS Cards

28,440

0.7%

80,000 phishing sites.

CIBC

10,685

0.3%

This selection of online brands by phishers provides a

RBS

9,888

0.25%

Yahoo

7,136

0.18%

Microsoft

6,256

0.16%

money and/or bitcoins, in addition to login credentials

Guildwars

3,016

0.08%

that could be resold on the black market.

AOL

2,931

0.07%

Natwest

2,699

0.07%

Adobe

2,397

0.06%

USAA

2,351

0.06%

TD Canada Trust

2,334

0.06%

ameli.fr

1,912

0.05%

Tangerine

1,751

0.04%

LinkedIn

1,121

0.03%

RBC Royal Bank

1,002

0.03%

in their fraudulent schemes. Among the top ten, Amazon
and eBay were the first and third most frequently spoofed
websites, accounting for almost 400,000 phishing URLs.
Internet and web services companies, Apple, Google,
Yahoo, and Microsoft accounted for almost 220,000 URLs.
And, financial services companies—PayPal, ICS Cards,
Canadian Imperial Bank of Commerce (CIBC), and the
Royal Bank of Scotland (RBS)—represented slightly over

useful indicator of phishing motivation:
• Financial sites are clearly targets because stolen

credentials provide criminals with direct access to

• Online services, such as Google and Apple serve

as an ‘Attack Platform’ for cybercriminals; stolen
credentials from a list of Gmail subscribers can be
resold or possibly used to hack other websites, since
many people use the same credentials (user names
& passwords) for login on multiple sites. Additionally,
email or social media logins can be used to target
contacts of the victim.
• Shopping websites, such as Amazon and eBay offer

criminals both credential information and the possibility
of online shopping sprees or financial data if the victim
stores credit card or banking information with the
online services.
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CYREN GLOBALVIEW THREAT INDICES

Q2 2016
The Cyren Cyberthreat Report and the statistics below are fueled by the threat
intelligence gleaned from the Cyren GlobalView Security Cloud, which collects
and analyzes over 17 billion pieces of threat data daily to protect over 600 million
global users.

Cyberthreats increased across the board during the second

Most notably, average daily email malware distribution

quarter of 2016, with some areas showing dramatic changes.

increased by 271% just in the second quarter, and is up

The number of phishing URLs jumped 14% during the second

572% since the beginning of 2015, owing principally to the

quarter, web malware URLs were up 44%, and Android

emergence and continued distribution of Locky malware.

malware samples were up 173%.

(For a deep dive on Locky, please see Cyren’s Ransomware
Cyberthreat Report here:
http://www.Cyren.com/2016-Q1-threat-report
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ANDROID MALWARE TOP 10
Android Malware Name
AndroidOS/Agent.LQ`

2.

AndroidOS/Inoco.A.gen!Eldorado`

3.

AndroidOS/SMSPay.A`

4.

AndroidOS/Airpush.C`

5.

AndroidOS/Wooboo.A.gen!Eldorado`

6.

AndroidOS/Revmob.A`

7.

AndroidOS/SMSPay.D.gen!Eldorado`

8.

AndroidOS/Fjcon.G`

9.

AndroidOS/Agent.LD`

10. AndroidOS/FakeInst.FD`

22

Q22016
2016
Q2
Q22016
2016
Q2

CYREN CYBER THREAT REPORT | AUGUST 2016

UP
UP

UP%%
UP
271
271
%%
271
271
INQ2
Q22016
2016
IN
INQ2
Q22016
2016
IN

14B
14B
14B
14B

12.1B*
12.1B*
12.1B*
12.1B*

3.26B
3.26B
3.26B
3.26B

1.80B
1.80B
1.80B
1.80B

AndroidMalware
MalwareSamples
Samples
Android
AndroidMalware
MalwareSamples
Samples
Android

1.

Q12016
2016
Q1
Q12016
2016
Q1

TotalMalware
MalwareSamples
Samples
Total
TotalMalware
MalwareSamples
Samples
Total

UP
UP
UP%%
UP
%%
INQ2
Q22016
2016
IN
INQ2
Q22016
2016
IN

2M
2M
2M
2M

UP
UP

UP
UP
%%
20
20
%%
20
20
INQ2
Q22016
2016
IN
INQ2
Q22016
2016
IN

40M
40M
40M
40M
55.5B
55.5B
55.5B
55.5B

53.70B
53.70B
53.70B
53.70B

50.61B
50.61B
50.61B
50.61B

MALWARETHREAT
THREATINDEX
INDEX
MALWARE
MALWARETHREAT
THREATINDEX
INDEX
MALWARE

UP
UP
UP
UP
%%
%%
INQ2
Q22016
2016
IN
IN
Q2
2016
IN Q2 2016

Q22016
2016
Q2
Q22016
2016
Q2

WebMalware
MalwareURLs
URLs
Web
WebMalware
MalwareURLs
URLs
Web

TotalPhishing
PhishingURLs
URLs
Total

SPAMTHREAT
THREATINDEX
INDEX
SPAM
SPAMTHREAT
THREATINDEX
INDEX
SPAM

Q12016
2016
Q1
Q12016
2016
Q1

00
00

Q42015
2015
Q4
Q42015
2015
Q4

Q12016
2016
Q1
Q12016
2016
Q1

Q22016
2016
Q2
Q22016
2016
Q2

AverageDaily
DailyEmail
EmailMalware
Malware
Average
AverageDaily
DailyEmail
EmailMalware
Malware
Average

*Email malware numbers were affected by
another massive Locky outbreak.
For information on Locky, please see our
Q1 2016 trend report here:
http://www.Cyren.com/2016-Q1-threat-report

AND PHINALLY…
Did you know that there are countless websites devoted solely to the art of
“fish puns”? Given the topic of this quarter’s report and the sheer amount
of ‘phun’ to be had, we couldn’t resist a few “phish puns” of our own.

What was the CEO’s reaction to the
results of the corporate simulated
phishing attack?

Not bad, but cod do batter.

What did the gang of cybercriminals
tell their newest phishing expert?

Keep your fronds close, but your
anemones closer!
What did the employee say to the
cybersecurity team when they
found out he had leaked corporate
credentials on a phishing website?

I am sorry, but i didn’t do it on
porpoise.

What did the cybersecurity expert
say when she first discovered a
phishing website?

Well, that’s a load of carp!

What did one cybersecurity
professional say to the other when
they were debating different
anti-phishing methods?

If you can come up with a
better solution, let minnow!
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Founded in 1991, Cyren (NASDAQ and TASE: CYRN) is a long-time innovator in cloud-based cybersecurity, having introduced
the industry’s first commercial antimalware engine capable of stopping newly emerging“polymorphic” viruses that same
year. Today we protect businesses from modern advanced threats with web and email Security-as-a-Service offerings,
and supply security technology components and real-time threat intelligence to some of the world’s largest IT and security
companies. Cyren’s products and services are all backed by our industry-leading global security cloud, which processes 17
billion transactions daily and protects over 600 million users.
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